COMMERCIAL COURIER

LEGAL DEVELOPMENTS AFFECTING YOUR BUSINESS

This column looks at new laws and regulations which will have an impact on your business.
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*Partner, CDF Advocates (http://www.cdf.com.mt - Telephone 21223334, Mobile 79223334, Fax 21248594, e-mail: fcd@cdf.com.mt).  This article is for information purposes and must not be relied upon as advice.  

Legal Notice 16 of 2003 entitled Processing of Personal Data Telecommunications Sector) Regulations, 2003 was published in the Government Gazette of Malta No. 17,339 on 10/01/2003.  The regulations came into force on 15/07/2003.
Although in the main these Regulations are addressed to telecom companies, Section 10 of the Regulations applies to everyone.  The source of this provision is EU Directive 2002/58/EC of the European Parliament and Council of 12 July 2002 concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic communications).  This Directive replaced Directive 1997/66/EC after an EU Commission study reported in January 2001 that Internet subscribers world-wide are unwittingly paying an estimated Euro 10 billion a year in connection costs just to receive "junk" e-mails.

(see: http://europa.eu.int/comm/internal_market/privacy/studies/spam_en.htm)
Section 10 of the Regulations, entitled "Unsolicited communications" provides that:

(1)    A person shall not use, or cause to be used, any publicly available telecommunications service to make an unsolicited communication for the purpose of direct marketing by means of -

(a)    an automatic calling machine, or

(b)    a facsimile machine, or

(c)    electronic mail,

to a subscriber, who is a natural person, unless the subscriber has given his prior explicit consent in writing to the receipt of such a communication.

(2)    Notwithstanding sub-regulation (1) of this regulation, where a person has obtained from his customers their contact details for electronic mail in relation to the sale of a product or a service, in accordance with the Data Protection Act that same person may use such details for direct marketing of its own similar products or services:

Provided that customers shall be given the opportunity to object, free of charge and in an easy and simple manner, to such use of electronic contact details when they are collected and on the occasion of each message where the customer has not initially refused such use.

(3)    A person who uses or causes to be used any other means of communication other than those stated in sub-regulations (1) and (2) of this regulation for the purpose of direct marketing shall, at no charge to the subscriber, ensure that any such communications to a subscriber are not sent if the subscriber requests that such communications cease:

Provided that this sub-regulation shall apply only to subscribers who are natural persons.

(4)    In all cases the practice of sending electronic mail for the purposes of direct marketing, disguising or concealing the identity of the sender on whose behalf the communication is made, or without a valid address to which the recipient may send a request that such communications cease, shall be prohibited.

It should be noted that "electronic mail" means "any text, voice, sound or image message sent over a public telecommunications system which can be stored in the system or in the recipient's terminal equipment until it is collected by the recipient".  Therefore, in line with the EU Directive, e-mail also includes SMS messages.
The persons protected by all of the paragraphs of Section 10 are individuals, but companies, associations, etc, have the protection of paragraphs (2) and (4).  This is the first time that “corporate” data protection has been implemented, since the Data Protection Act itself only applies to individuals (see Commercial Courier, May 2002).
The net effect of Section 10 of the Regulations is that all persons would have to obtain prior explicit consent in writing from individual customers in order to send direct marketing by automatic calling machine, fax, e-mail or other electronic means such as SMS. Although the law speaks of consent "in writing", it may be argued that it would be also possible to obtain the consent electronically and this in line with the requirements of the Electronic Commerce Act which allow any requirement to have something "in writing" to be satisfied if the document is in electronic format.

If the customer's e-mail address is collected in connection with the provision of a product or service then that e-mail address can be used for direct marketing unless the customer objects.  The objection may be raised at any time.  This right to object applies also to non-individual entities such as companies, associations, etc.

If other means of direct marketing through communications are used (e.g. by telephone) then the person conducting the marketing must ensure that any such communications are not sent or made if the customer requests that such communications cease.  This right to object, in this case only applies to individuals.

Since the Regulations came into force it became illegal to send electronic mail for the purposes of direct marketing when this involves disguising or concealing the identity of the sender on whose behalf the communication is made, or without a valid address to which the recipient may send a request that such communications cease.  This implies that all direct marketing e-mails must clearly state the identity of the sender, at least by his, her or its real name, and furthermore contain an “unsubscribe” statement allowing the recipient to request not to receive any more e-mail marketing.
A person who suffers any loss or damage because of any contravention of these regulations by any other person shall be entitled to take action before the competent court seeking compensation from that other person for that loss or damage.  The action must be commenced within a period of twelve months from the date when the person becomes aware or could have become aware of such a contravention, which ever is the earlier.

Furthermore any person who contravenes or fails to comply with these regulations is liable to an administrative fine not exceeding one thousand liri, which fine shall be determined and imposed by the Data Protection Commissioner.  Any person aggrieved by a decision taken by the Commissioner in accordance with these regulations and having a legal interest to contest such a decision may appeal to the Data Protection Appeals Tribunal.
